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Motivation

• Hypergraphs model higher-order relations beyond pairwise edges.
• Examples: 

• recommender systems and item baskets

• biomedical and multimodal relational data, 

• and many more..

• Hypergraph Neural Networks (HGNNs) are increasingly used for node 
classification and related prediction tasks.

• Recent works showed that HGNNs are vulnerable to adversarial perturbations. 



Contributions
1. Existing attacks are white-box (HyperAttack, MGHGA, etc.)

• unrealistic (e.g. In recommender systems, it is unrealistic to assume that the attacker 
has access to proprietary model parameters.) 

2. Existing attacks are limited to either node features or hypergraph structure, 
but not both.
• We propose attacks in gray-box setting (attacker knows the training labels, but not 

the model params)

• We consider both structural and feature perturbations. 

3. There is no adversarial training mechanism for HGNN’s defense.
• We propose MeLA-D: an adversarial training mechanism to robustify HGNNs.



Problem Statement & Threat Model

Problem: Semi-Supervised Node Classification task on Hypergraphs

• Inputs: incidence matrix 𝑯, node features 𝑿, and training labels 𝒚𝐿.

• Attacker goal: Degrade target HGNN accuracy using budgeted perturbations.

• Structural perturbations: flip entries of 𝑯 under budget 𝚫𝑯: 𝜟𝑯 0
≤ 𝛿𝐻.

• Feature perturbations: modify 𝑿 under 𝑙∞ budget 𝚫𝑿: ||𝜟𝑿||∞ ≤ 𝛿𝑋 .

• Gray-box: attacker knows 𝑯,𝑿 and 𝒚𝐿, but not target HGNN parameters.

• Evaluation:
• Poisoning setting: Attacker perturbs 𝑯,𝑿 before model training.

• Evasion setting: Attacker perturbs 𝑯,𝑿 after the model is trained.



MeLA: The Meta-Laplacian Attack Objective
• MeLA trains a surrogate HGNN 𝑓𝜃 on clean hypergraph.

• It then finds perturbations (𝛥𝑯, 𝛥𝑿) that maximizes the following meta-objective (ℒ𝒎𝒆𝒕𝒂).

ℒ𝑚𝑒𝑡𝑎 𝜃∗, 𝛥𝑯, 𝛥𝑿 = 𝛼ℒ𝑠𝑚𝑜𝑜𝑡ℎ 𝜃∗, 𝛥𝑯, 𝛥𝑿 − 𝛽ℒ𝑠𝑡𝑒𝑎𝑙𝑡ℎ 𝜃∗, 𝛥𝑯, 𝛥𝑿 + 𝛾ℒ𝑡𝑟𝑎𝑖𝑛 𝜃∗, 𝛥𝑯, 𝛥𝑿
such that 

𝜃∗ = 𝑎𝑟𝑔𝑚𝑖𝑛𝜃 ℒ𝑡𝑟𝑎𝑖𝑛 𝑓𝜃(𝜃
∗, 𝑯 + 𝛥𝑯,𝑿 + 𝛥𝑿 , 𝒚𝐿), 𝛼, 𝛽, 𝛾 > 0

• The objective combines:

• Laplacian smoothing drift (ℒ𝒔𝒎𝒐𝒐𝒕𝒉): disrupt message passing behavior

ℒ𝑠𝑚𝑜𝑜𝑡ℎ = 𝑳𝑝𝑒𝑟𝑡𝒁𝑝𝑒𝑟𝑡 − 𝑳𝑜𝑟𝑖𝑔𝒁𝑜𝑟𝑖𝑔
2
, where

𝑳𝑜𝑟𝑖𝑔 = LAP 𝑯 , 𝑳𝑝𝑒𝑟𝑡 = LAP(𝑯 + Δ𝑯)
𝒁𝑜𝑟𝑖𝑔 = 𝑓𝜃∗ 𝑯,𝑿 , 𝒁𝑝𝑒𝑟𝑡 = 𝑓𝜃∗ 𝑯+ Δ𝑯, 𝑿 + Δ𝑿

• Stealth penalty (ℒ𝒔𝒕𝒆𝒂𝒍𝒕𝒉): discourage large degree shifts to promote un-noticeability.

ℒ𝑠𝑡𝑒𝑎𝑙𝑡ℎ =
1

𝑛
||𝒅𝑝𝑒𝑟𝑡 − 𝒅𝑜𝑟𝑖𝑔||2

2

• Classification loss (ℒ𝒕𝒓𝒂𝒊𝒏): make prediction harder (cross-entropy loss)



Attack variants: MeLA-FGSM vs MeLA-PGD

MeLA-FGSM MeLA-PGD

Single Gradient-step (T=1) Multi-step projected ascent (T>1)

one signed step at the full 𝑙∞ budget iterative signed steps, re-projected to budget each step

Gradient taken once, at the clean Laplacian Gradient recomputed at the perturbed Laplacian every step 

Best fit: 
evasion- model is frozen, so a one-shot step 

already matches the setting

Best fit: 
poisoning & nonlinear regimes- re-checking the gradient each 

step corrects the attack direction as the Laplacian shifts. 



MeLA-D: Defense via Adversarial Training

• To robustify target HGNN, MeLA-D repeatedly:
• generates MeLA-style adversarial perturbations (𝚫𝑯, 𝚫𝑿) via continuous relaxation.

• trains the target HGNN on the perturbed hypergraph (𝐇 + 𝜟𝑯, 𝐗 + 𝜟𝑿)

• projects perturbations back to the allowed budgets via top-k. 

• Convergence behavior: Under local smoothness, local concavity, and bounded stochastic-gradient 
variance assumptions, MeLA-D converges to a first-order stationary point of the relaxed robust-
training objective at 𝑶(𝑻−𝟏/𝟐).



Empirical Results
• Datasets: Citeseer, Cora, Cora-CA, Large-scale datasets (OGBN-MAG, Trivago, Yelp, Walmart, Flickr)

• Target HGNNs: HyperMLP, HGNN, AllsetTransformer

• Baseline attacks: RandFeat, RandFlip, GradArgMax, DICE, HyperAttack

• Attack performance: MeLA-PGD is the strongest attack.

• Drop in accuracy:

• up to 60.1% accuracy drop in poisoning

• up to 75.9% accuracy drop in evasion

• Defense performance: MeLA-D+HyperMLP gains against MeLA-PGD:
• Gain in accuracy: 

• +28.12% points on Citeseer

• +41.60% points on Cora-CA

• +31.14% points on Cora



Conclusion

• HGNNs are vulnerable under realistic gray-box attacks.

• MeLA gives a hypergraph-specific attack framework using a Laplacian-aware 
meta-objective.
• MeLA-FGSM and MeLA-PGD jointly perturb structure and features.

• MeLA-D turns the same adversarial signal into a practical robust-training defense.

Thank You
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